
Risk and Resiliency-
Creating a Comprehensive 

and Robust Emergency 
Response Plan



AWIA

Section 2013 of America’s Water Infrastructure Act of 2018 (AWIA) requires community water systems that 
serve more than 3,300 people to complete a risk and resilience assessment and develop an emergency 

response plan.



Available Resources

https://www.epa.gov/waterriskassessment





Who Should Use this Guidance?
•This guidance is intended for small community water systems (CWSs) serving
greater than 3,300 but less than 50,000 people to comply with the
requirements for risk and resilience assessments under America’s Water
Infrastructure Act of 2018 (AWIA).

•For larger CWSs, EPA recommends the Vulnerability Self-Assessment Tool
(VSAT) Web 2.0 or an alternate risk assessment method.

•CWSs serving 3,300 or fewer people are not required to conduct risk and
resilience assessments under AWIA. EPA recommends, however, that very
small CWSs use this or other guidance to learn how to conduct risk and
resilience assessments and address threats from malevolent acts and natural
hazards that threaten safe drinking water.



What is the Purpose of this Guidance?
•This guidance will help small CWSs meet the requirements for risk and resilience
assessments in AWIA.

•This guidance does not address emergency response plans (ERPs), which are also
required under AWIA for CWSs serving more than 3,300 people.
•EPA has developed an Emergency Response Plan Template and Instructions
for CWSs to comply with AWIA.

•Further, this guidance does not cover all aspects of water system security and
resilience, such as asset management, climate change, and emergency
preparedness and response. Visit EPA’s Drinking Water and Wastewater
Resilience page to find more information.



What are the Risk and Resilience Assessments Requirements in
AWIA?
AWIA requires CWSs serving more than 3,300 people to assess the risks to and
resilience of the system to malevolent acts and natural hazards. The law specifes
water system assets (e.g., infrastructure) that
the assessment must address. These assets are listed in Tables 1a – 10b in the Risk and
Resilience Assessment Checklist (see fillable checklist below on page 4).

Water systems must certify to EPA that the system conducted the assessment not later
than the following dates:
•March 31, 2020 for systems serving 100,000 or more
•December 31, 2020 for systems serving 50,000 or more but less than 100,000



•Risk to critical infrastructure, including water systems, is a function of threat likelihood,
vulnerability, and consequence.
•Threat can be a malevolent act, like a cyberattack or process sabotage, or a natural hazard, such
as a flood or hurricane.
•Threat likelihood is the probability that a malevolent act will be carried out against the water

system or that a natural hazard will occur.
•Vulnerability is a weakness that can be exploited by an adversary or impacted by a natural hazard.

It is the probability that if a malevolent act or a natural hazard occurred, then the water system 
would suffer significant adverse impacts.

•Consequences are the magnitude of loss that would ensue if a threat had an adverse impact
against a water system. Consequences may include:
•Economic loss to the water system from damage to utility assets;

•Economic loss to the utility service area from a service disruption, and
•Severe illness or deaths that could result from water system contamination, a hazardous gas

release, or other hazard involving the water system.
•Resilience is the capability of a water system to maintain operations or recover when a
malevolent act or a natural hazard occurs.

•Countermeasures are steps that a water system implements to reduce risk and increase resilience.
They may include plans, equipment, procedures, and other measures.

What are Risk and Resilience in a Water System?



How does a Community Water System Assess Risk and Resilience
Under AWIA?
Tables 1a – 10b in the Risk and Resilience Assessment Checklist (see fllable checklist below on page 4)
list the categories of water system assets that you must assess under AWIA. In all tables (i.e., for all 
asset categories), do the following:

1.Select only the malevolent acts from those listed in the table that pose a signifcant risk to the
asset category at the CWS. You may write-in malevolent acts not listed in the table.
a.Focus the selection of malevolent acts on those that are prevalent in the United States (e.g.,
cyber- attacks), can exploit vulnerabilities at the CWS (e.g., known security gaps), and have the
potential for signifcant economic or public health consequences (e.g., contamination).

NOTE: EPA’s Baseline Information on Malevolent Acts Relevant to Community Water Systems assists 
water systems with estimating the likelihood of these malevolent acts and provides resources for 
additional information.



2.For each malevolent act that you identify as a signifcant risk, briefy describe how the malevolent act could impact the
asset category at the CWS. Include major assets that might be damaged or disabled, water service restrictions or loss,
and public health impacts as applicable.

3.Select only the natural hazards from those listed in the table that may pose a signifcant risk to the asset category at the
CWS. You may write-in natural hazards not listed in the table.
a.Focus the selection of natural hazards on those that are prevalent in the area where the water system is located, may

afect vulnerable water system infrastructure, and have the potential for signifcant economic or public health
consequences related to the CWS.

4.For each natural hazard that you identify as a signifcant risk, briefy describe or provide examples of how the hazard could
impact the asset category at the CWS. Include major assets that might be damaged or disabled, water service
restrictions or loss, and public health impacts as applicable.

5.OPTIONAL Table 11 (Risk and Resilience Assessment Checklist, see below): Identify countermeasures that the CWS
could potentially implement to reduce risk from the malevolent acts and natural hazards that you selected in in this
assessment.
a.For malevolent acts, countermeasures are intended to deter, delay, detect, and respond to an attack.
b.For natural hazards, countermeasures are intended to prepare, respond, and recover from an event.

NOTE: A single countermeasure, such as emergency response planning or power resilience, may reduce risk across multiple
malevolent acts, natural hazards and asset categories.



Emergency Response Plan 
Example



































Community Water System Risk and Resilience Assessment

28

Enter Community Water System Name

Risk and Resilience Assessment

Please f l l in the information below.

Facility Name (if applicable): 

PWSID:

Analyst Name(s):

Date of Analysis:

Analysis Notes:



Asset Ca t egory: Physical Barriers

Examples of Asset s in this Cat egory : Encompasses physical security in place at the C W S . Possible
examples include fencing, bollards, and perimeter walls; gates and facility entrances; intrusion detection
sensors and alarms; access  control systems (e.g., locks, card reader systems); and hardened doors, security
grilles, and equipment cages.

Brief Description of Impacts

If you select a malevolent act in the left column as a signifcant risk to the
Physical Barriers asset category, briefy describe in the right column how the
malevolent act could impact this asset category at the C W S . Include e f e c t s
on major assets, water service, and public health as applicable.

Malevolent Acts

Select the malevolent
acts in the left column
that pose a signifcant
risk to this asset
category at the C WS.

Assault on
Utility –
Physical

Contamination of
Finished Water –
Intentional

Contamination of
Finished Water –
Accidental2

Theft or
Diversion –
Physical

Cyberattack on
Business Enterprise
Systems

Table 1a: Physical Barriers (Malevolent Acts)1

1 In a risk assessment, physical barriers are usually treated as countermeasures, which reduce the risk of a threat to an asset, rather than being treated as 
assets. However, under AWIA, a C W S must assess the risks to and resilience of physical barriers.

Enter Community Water System Name

2 Accidental contamination is not a malevolent act. It is included here due to similar potential consequences and because whether a contamination
incident is intentional or accidental may not be known during initial response.
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Asset Ca t egory: Physical Barriers

Examples of Asset s in this Cat egory : Encompasses physical security in place at the C W S . Possible
examples include fencing, bollards, and perimeter walls; gates and facility entrances; intrusion detection
sensors and alarms; access  control systems (e.g., locks, card reader systems); and hardened doors, security
grilles, and equipment cages.

Brief Description of Impacts

If you select a malevolent act in the left column as a signifcant risk to the
Physical Barriers asset category, briefy describe in the right column how the
malevolent act could impact this asset category at the C W S . Include e f e c t s
on major assets, water service, and public health as applicable.

Malevolent Acts

Select the malevolent
acts in the left column
that pose a signifcant
risk to this asset
category at the C WS.

Cyberattack on
Process Control
Systems

Sabotage – Physical

Contamination of
Source Water –
Intentional

Contamination of
Source Water –
Accidental3

Other(s), enter below:

Enter Community Water System Name

3 Accidental contamination is not a malevolent act. It is included here due to similar potential consequences and because whether a contamination
incident is intentional or accidental may not be known during initial response.
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Description of Change:Date:Name/Title:

Enter Community Water System Name

Change History
Please describe the changes made to this risk and resilience assessment since its original development, 
who made the changes, and on what date the changes were incorporated.



Steps to prevent, detect, and 
eliminate hazards and threats in a 

small water system.



Potential Risk Scenarios 

• Unauthorized Entry into Utility Facilities

• Water Contamination

• Cyber Intrusion

• Hazardous Chemical Release

• Natural Hazards

• Power Outages 



Unauthorized Entry Into Utility Facilities

1. Communicate with Law 

Enforcement 

2. Secure Facility

3. Limit Access

4. Post Signs



Water Contamination
1. Test and Monitor Regularly

2. Inspect Infrastructure

3. Reduce Pollution

4. Educate the Public

5. Install Backflow Prevention

6. Tank Security

7. Hydrant Security



Cyber Intrusion

1. Conduct Cyber Risk Assessment

2. Install Firewall/Antivirus

3. Train Staff

4. Strong Passwords(2 Step/Multifactor Authentication)

5. Backup Data

6. Stay in the Loop



Hazardous Chemical Release

1. Control and Track

2. Chemical Storage

3. Employee Training

4. Conduct Frequent Drills

5. Form Partnerships with Local 

Emergency Responders



Natural Hazards

1. Identify Hazards

2. Assess Infrastructure Vulnerabilities.

3. Coordinate with Local Agencies and 

Utilities.

4. Exercises and Training

5. Post-Disaster 
Hurricane 
Sally



Power Outages 

1. Install Auxiliary Power

2. Coordinate with Electric Utilities 

3. Communicate with Public

4. Document Lessons Learned

5. Prioritize Facilities and Equipment 



Conclusion

• Analyze Whole System

• Know Your Vulnerabilities

• Prioritize Assets

• Constantly Update Plan

• Stay Aware



Be PROACTIVE!

THANKS! 

By: Tyler Grant
ARWA WQAS, Operator Certification Trainer

Email: tgrant@alruralwater.com
Phone: 334-451-7693


